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| WHAT IS DORA?

The Digital Operational Resilience Act (DORA) is an This new directive applies to 20 different types of
EU regulation that became effective on 17 January financial organisation and, significantly, their IT
2025. It lays down a set of rules on the security of third-party service providers. Micro-enterprises are
network and information systems of financial excluded from this.

entities, requiring them to withstand, respond to

and recover from any disruption or threat Crucially, DORA mandates specific incident reporting

involving  information and  communication arrangements and the management of third-party

technologies (ICT). ICT risks as part of the overall risk management

framework.
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WHY WAS DORA
INTRODUCED?

DORA was introduced to strengthen the collective digital
resilience of the financial sector across the EU. It reflects the
increasing dependency on technology and third-party ICT
service provision and it is a response to the growth in
cyber-attacks originating in ICT supply chains.
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Digital resilience is essential in today’s
interconnected world, where cyber threats are
constantly evolving. DORA provides a unified
framework that strengthens financial institutions’
ability to withstand and recover from operational
disruptions, ensuring stability across the entire
financial sector.”

Lisa Forte, Partner at Red Goat Cyber Security
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WHAT ARE THE DORA levies a number of requirements on

financial organisations. These are organised
MAIN REQUIREMENTS into five key themes, also referred to as
OF DORA? pilars

ICT RISK MANAGEMENT

A comprehensive ICT risk management framework that ensures cyber security and wider
ICT-related risks are identified, assessed and mitigated to safeguard and enhance operational

resilience.

INCIDENT RESPONSE AND REPORTING

A well-documented incident response plan that sets out how disruptive ICT events
including cyber-attacks should be handled. Importantly, it mandates the reporting of
significant ICT incidents to regulators within prescribed timeframes.

DIGITAL OPERATIONAL RESILIENCE TESTING

Requirement for testing of incident prevention, detection, response and
recovery capabilities. Staff with ICT-related responsibilities must also be
exercised to validate their ability to manage cyberattacks and system

disruptions.

THIRD-PARTY ICT RISK MANAGEMENT

ICT risk frameworks to encompass the management of risks
relating to third-party ICT service provision. Cyber incidents
originating in the supply chain are becoming increasingly common

and pose a serious threat to digital operational resilience.

INFORMATION SHARING

The exchange of cyber threat information and
intelligence across financial communities to enhance

the sector’s collective security posture.
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DORA AND THE ROLE OF
CYBER RESILIENCE

Building cyber resilience by improving prevention, detection, response and recovery capabilities is an important
component of DORA compliance. Businesses that are aligned or compliant with security standards such as
ISO27001 or NIST will already have good foundations in place.

These are the key cyber resilience activities needed for DORA compliance:

MANAGING CYBER SECURITY THREATS AND VULNERABILITIES

This is a key element of the DORA requirement for This applies equally to the management of risks within

a comprehensive ICT risk framework. the ICT supply chain. Organisations must seek
assurance that their third-party service providers are

Financial organisations should have arrangements managing their cyber security risks effectively. DORA

in place to enable the continuous identification, requires the incorporation of such assurance measures

assessment and mitigation of all cyber and wider into contracts.

ICT risks. The risk framework should set out the

approach to prevention, detection, response and Building a culture of cyber security awareness is also key

recovery in relation cyber security incidents. to managing threats and vulnerabilities. DORA requires

financial entities to develop ICT security awareness
programmes and digital operational resilience training
as compulsory modules in their staff training schemes.

N @I’ﬂn
A

DORA AND THE ROLE OF CYBER RESILIENCE



R =
C B

D GOAT

L) E SECURITY

BUILDING AND MANAGING ROBUST CYBER INCIDENT RESPONSE PLANS

DORA requires organisations to ‘define, establish and
implement an ICT-related incident management
process to detect, manage and notify ICT-related
incidents.” While this applies equally to the response to
any ICT issues, a cyber incident poses unique
challenges that need to be planned for specifically.

Companies who have developed an incident response
plan, and tested it, recover faster from an incident and
save an average of $1.2m if a breach occurs. It helps
their response team to adopt a structured approach
and gives them more bandwidth for quicker and better
decision making. They are also less likely to take any

action that will make their public situation worse.

06

Financial entities shall put in place, maintain and
periodically test appropriate ICT business continuity plans,

Response plans  should outline roles and
responsibilities, and procedures for handling ICT
incidents, including a cyber-attack. They should
also include triggers and procedures for
communicating with internal  and  external
stakeholders, noting that DORA requires critical
incidents to be reported to the appropriate
financial authority and within a set timeframe.
Pre-prepared message templates that can easily
be modified on the day are also essential.

notably with regard to critical or important functions

outsourced or contracted through arrangements with ICT

third-party service providers.”

Article 11 DORA

Having business continuity plans and incident response plans doesn’t automatically mean that an organisation’s
response to a crisis, including a cyber incident, will be effective. Those plans need to be regularly reviewed,

updated and exercised and all relevant response team members rehearsed in their roles.
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TESTING AND EXERCISING CYBER RESILIENCE CAPABILITIES

Simulation exercises

DORA’s requirement for digital operational resilience testing includes the need for simulation
exercises, to be held at least annually. These involve scenarios that simulate real disruptive events,
including cyber incidents, to evaluate an organisation's overall level of preparedness. Exercises
should include the implementation of crisis communication plans and procedures.

Validation of third-party ICT provider
resilience capabilities and plans

DORA also highlights the need for third-party ICT service providers’ resilience capabilities and plans
to be validated; this activity should be incorporated into the relevant contracts. Organisations
should seek to involve their key service providers in exercises to help ensure a coordinated response
to real incidents that may impact both parties. Scenarios used should include incidents that have

originated in the supply chain.

Technical testing

In addition to running scenario-based exercises, DORA requires organisations to conduct a
programme of technical testing. This should include regular penetration testing and vulnerability
assessments.
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DORA AND THE ROLE
OF THE BOARD

Under DORA, the ‘management body’ is ultimately
responsible for an organisation’s digital operational
resilience strategy and its management of ICT risk. It
that

including

must  ensure all  necessary governance

arrangements, policies, plans  and
procedures are in place and that all relevant roles and
responsibilities have been assigned and are being
performed effectively.

Further, it must ensure that a sufficient budget is
the digital

programme, including for cyber security training and

available  for operational  resilience

awdareness.

DORA highlights the need for all members of the
management body to have sufficient knowledge and
skills to understand and assess ICT risk and its impact
on business operations. To achieve this, they must

undertake relevant training on a regular basis.

DORA goes further than previous mandates in terms of
the role that it expects the Board to play. And it places
great emphasis on the requirement for senior

managers to have the right level of knowledge and

understanding to enable them to fulfil their duties.

Paplle ML L Ll as-

Clearly, where organisations have a CISO, there
should be a heavy dependency on that role to educate
and raise awareness among fellow Board members,
and to ensure a culture of cyber security awareness

more widely across the business.

Given the many demands on Board members’ time,
responsibility for implementing ICT risk management
and digital operational resilience will clearly need to be
delegated. Likewise, responsibility for driving
compliance with DORA. However, it is vital that the
Board receive regular reports and updates to ensure
that all activities remain on course and are being

appropriately resourced.
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HOW RED GOAT
CAN HELP YOU WITH
DORA COMPLIANCE

Tabletop exercising

Engage your team in realistic, scenario-based exercises to
test and enhance your organisation's readiness for DORA
compliance. These tailored sessions reveal gaps, refine
response strategies, and build confidence in managing ICT
disruptions effectively.

DORA boardroom training

Equip your leadership team with the knowledge to govern
digital resilience effectively. Our expert-led sessions cover
DORA requirements, accountability measures, and strategic
oversight, ensuring your board is prepared to meet regulatory
expectations.

Resilience programme development

We design and implement bespoke resilience programmes
aligned with DORA’s standards, addressing risk management,
ICT incident response, and third-party oversight to strengthen
your operational resilience and regulatory compliance
framework.

Training and awareness programmes

We deliver impactful training that empowers your staff to
understand and fulfil their roles under DORA. Our tailored
programmes combine expert insights and practical examples

to embed compliance culture organisation-wide.

CONTACT US

Email:

Website:

Phone:

Address:

info@red-goat.com
red-goat.com
+44 117 325 9190

Red Goat Cyber Security LLP,
470 Bath Road, Bristol, BS4 3AP







